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ToIP’s Mission
To simplify and standardize how trust is established 
over a digital network or using digital tools.

We focus on BOTH…

Interoperability and cryptographic verifiability at the machine layers
 

Human accountability at the legal, business, and social layers



Since we are trying 
to define an 
architecture for 
digital trust on the 
internet we need 
technology…

Technology



Experience has 
taught us that for 
technology to be 
trustworthy, we 
need to understand 
how it is governed

Technology Governance



Using layers 
helps to describe 
how technology 
systems are built 
and we can see 
the need for 
governing each 
layer.
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Governance is a 
continual process 
cycling through 
define, run, and 
(re)define cycles
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Ecosystem 
implementations 
will use ToIP 
elements and 
ToIP will learn 
from how they 
are used.
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Ecosystem 
implementations 
may make use of 
other systems in 
addition to ToIP.
Ecosystems may 
have relations with 
other ecosystems
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Now we’ll use 
some concrete 
representations 
of artefacts and 
parties to 
illustrate how it 
works…

4
Applications

1
Trust
Support

2
Trust 
Spanning

3
Trust
Tasks

Technology Governance Ecosystem

uses

learns

Ecosystems 
select and 
use ToIP 
elements

ToIP learns from 
Ecosystem 

implementations

uses

Ecosystems 
use other 
standards 

and 
frameworks

recognises

Ecosystems 
recognise other 

Ecosystems

Define

Run



1
Trust Support

2
Trust 
Spanning

3
Trust Tasks

4
Applications

EcosystemTechnology

ToIP Model
Span of Control

Ecosystem Instance
Span of Control

Ecosystems 
use other 
standards 

and 
frameworks

Endpoint Endpoint
Relationship

Secure
Elements

Verifiable Data 
Registries

Trust Registries  
(aka Trust Lists)

Credential 
Exchange

Value 
Exchange

Secure 
Messaging

Digital 
Signatures

Wallets & 
Agents

▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, 
Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

Ecosystems 
recognise 

other 
Ecosystems

Governance

Governing 
Parties

Auditors

Certification 
Bodies 

Risk 
Assessment

Governance 
Requirements

Define

Governance 
Frameworks 

Governed 
Parties

Ecosystems 
select and use 
ToIP elements

ToIP learns from 
Ecosystem 

implementationsGovernance 
Agreements

Run

Residual 
Risk 

Assessment
$

People

Organisations

Things Issuer Verifier

Holder

learns

uses uses

recognises



Ecosystem 1

Ecosystem 
uses

With ToIP, the 
Internet can 
become a world 
of interconnected 
& interoperable 
digital trust 
ecosystems

ToIP

▢ Purpose & Scope
▢ Governance
▢ Technology 
▢ Legal Model
▢ Commercial Model
▢ Credential Model
▢ Ecosystem Roles

(e.g., Issuers, Holders, Verifiers, 
Relying Parties)

▢ Membership Policies
▢ Regulatory Policies
▢ Liability & Insurance
▢ Mutual Recognition
▢ …

ToIP learns 
from

Ecosystem 2
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

Ecosystem 3
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

Ecosystem 4
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

Ecosystem 5
▢ Purpose & Scope

▢ Governance

▢ Technology 

▢ Legal Model

▢ Commercial Model

▢ Credential Model

▢ Ecosystem Roles
(e.g., Issuers, Holders, Verifiers, Relying Parties)

▢ Membership Policies

▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

uses/learns

uses/learns

uses/learns

uses/learns



Trust Over IP 
Foundation

Organization Structure
and work products



1. Specifications – that can be in code
2. Templates – that can be instantiated as documents
3. Definitions – that can be can be incorporated by different organizations
4. Recommendations –that can be that can be followed
5. Implementation plans - that can be executed
6. White Papers – that can be understood to clarify complex issues 

in the Self Sovereign Identity and Verifiable Credentials space, and the entire 
digital trust landscape.

Work of Trust Over IP



Primary

1. Technology Stack WG
2. Governance Stack WG
3. Ecosystem Foundry WG
4. Data Modeling and Representation WG
5. Concepts and Terminology WG
6. Utility Foundry WG
7. Human Experience WG

Special Purpose

Interoperability Working Group for Good Health Pass (GHPC)

Working Group and Task Forces
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Technology Stack Working Group

Task Forces:
● Tech Architecture (TATF)
● Trust Spanning Protocol (TSPTF)
● Trust Registry (TRTF)
● ACDC TF - working Keri Suite
● X.509 TF
● DID:Webs TF
● Credential Exchange TF
● AI and the Metaverse TF (AIMTF)
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Technology Stack Working Group

● Tech Architecture Task Force 
(TATF)

Based on our Design Principles the 
TATF is working on the complete 
reference architecture for the entire 
stack. 

17 Design Principles 
64 page document

Nov 2022 first public review 
draft - Tech Arch Spec V1
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● Trust Spanning Protocol Task Force 
(TSPTF)

The TSPTF is working on the keystone 
of the ToIP stack.

TSP is a protocol design explicitly to serve 
as a universal spanning layer for digital 
trust relationships between any two parties 
in the same way that IP serves as a 
spanning layer for data packets between to 
local area networks.
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Implementers Draft 
Released: April 11, 2024

Trust Spanning Protocol
● Why do we need a Trust Spanning 

Protocol?
● Where can I get a high-level 

overview of TSP?
● What does the Implementers Draft 

cover?
● How does TSP differ from other trust 

protocols?
● What implementation projects have 

been announced?
● What kind of feedback are we 

seeking on this draft?
● How can you provide feedback?
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● Trust Registry Task Force (TRTF)

The TRTF is working on Trust 
Registries Protocols. 

The Trust Registry Protocol creates a 
simple and consistent way to 
programmatically get answers from 
authoritative ecosystem sources. 
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Implementers Draft 
Released: April 3, 2024

Trust Registry Protocol 
It enables parties to ask programmatically:

Does entity X hold authorization Y under 
ecosystem governance framework Z?

In addition to that core query type, the 
TRP V2 also supports queries to:

● Assist integrators in retrieving information 
critical to interacting with the trust 
registry (e.g. get a list of supported 
authorizations, namespaces, or 
resources).

● Assert the relationships of the queried 
trust registry with other trust registries, 
allowing the development of a 
registry-of-registries capability.
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● ACDC Task Force

Working on following specifications:

Key Event Receipt Infrastructure (KERI)
Authentic Chained Data Containers (ACDC)
Composable Event Streaming Representation (CESR)
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● ACDC TF 

Working on following specifications:

Key Event Receipt Infrastructure (KERI)
Authentic Chained Data Containers (ACDC)
Composable Event Streaming Representation (CESR)

CESR is used in the Trust Spanning Protocol (TSP)
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Public Review: 
March 21, 2024

KERI Suite of  Specifications 
Together, this suite of specifications 
provides a blueprint for creating truly 
decentralized, authentic, and verifiable 
ecosystems of identifiers, “credentials”, 
and attestations.

1. Key Event Receipt Infrastructure (KERI) 
2. Authentic Chained Data Containers ACDC)
3. Composable Event Streaming 

Representation (CESR)



2
Trust 
Spanning

4
Applications

Technology

ToIP Model
Span of Control

Endpoint Endpoint
Relationship

Wallets & 
Agents

People

Organisations

Things Issuer Verifier

Holder Technology Stack Working Group

● Credential Exchange Task Force
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Public Review: 
December 15, 2023

DID:Webs Method Specification 
In short, a did:webs DID is 
a valid did:web DID that 
has special cryptographic 
properties.



Credential Exchange Protocols 
The group has fully documented these four issuance protocols against the comparison 
criteria: ACDC, ISO 23220-3, Issue Credential v2,OpenID4VCI …
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Current Task Forces:
● Issuer Requirement Guide TF
● Governance Architecture TF
● Attraction Pass TF



Working Group Approved
Public Comments: 

January 2023

Issuer Requirements Guide for 
Governance Frameworks of VCs  



Ecosystem Foundry Working Group

A neutral place for partners to work 
together to decide on all the things 
that are required for their specific  
Digital Trust Ecosystem.
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Ecosystem Foundry Working Group

EFWG has speaker series that highlights 
ecosystems, technology, solutions, and 
products.

Check out our YouTube Channel for 
recordings of past presenters. 
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▢ Regulatory Policies

▢ Liability & Insurance

▢ Mutual Recognition

▢ …

uses/learns

uses/learns

uses/learns

uses/learns
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Ecosystem Trust Registries

Trust Registries and 
Trust Registries of Trust Registries 
enable ecosystems to make trust 
decision about other ecosystems. 
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Trust Support

Verifiable Data 
Registries

Secure
Elements

Trust Registries  
(aka Trust Lists)



Governance

Governing 
Parties

Auditors

Certification 
Bodies 

Risk 
Assessment

Governance 
Requirements

Define

Governance 
Frameworks 

Governed 
Parties

Governance 
Agreements

Run

Residual 
Risk 

Assessment

Ecosystem Governance Documents 

Allow ecosystems to define rules of 
business process, technologies, and 
operations to mitigate risk, then hold 
participants accountable for their 
implementation of these rules through 
audit and certification.

Other ecosystems rely upon the 
governance process to interoperate 
with full disclosure of the rules and the 
risks.
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ToIP Primary Working Groups

1. Technology Stack WG
2. Governance Stack WG
3. Ecosystem Foundry WG
4. Data Modeling and 

Representation WG
5. Concepts and 

Terminology WG
6. Utility Foundry WG
7. Human Experience WG



ToIP Membership

How to get involved at 
ToIP?



● Collaborative Community

○ International Community 
meetings happen in various 
time zones via Zoom.

○ Asynchronous collaboration via 
Google Docs and GitHub and 
the ToIP Slack Workspace.

○ Industry experts
and people new to 
decentralized identity.

What Is ToIP?



What Is ToIP?
● Joint Development Foundation (JDF) project within the

Linux Foundation (LF)

● The JDF is the standards development organization 
with in the Linux Foundation open source community 
with connections to ISO and other standards bodies.

● Linux Foundation and the JDF is our fiduciary to 
manage the ToIP funds and provide the legal structure 
for the foundation.

● Linux Foundation provides the infrastructure for our 
work and is known for collaborative processes.



What Is ToIP?
● The Trust Over IP (ToIP) Foundation was 

launched in May 2020 with 27 original founding 
member organizations. 

● ToIP now has over 500 member organizations 
and individuals.

● We are financially supported by our membership.

● The work gets done by contributors like you!



Thanks to our Steering and General Level funding members:

Funding Members



How to Engage?

Joining Trust Over IP

Go to our website

Click on Join:

https://trustoverip.org/get-involved/membership
/

Select the membership 
level that fits your interests.



Contributor Member

You have full and unfettered access to engage and contribute within the all 
of the ToIP WG and TF.  You have access to all of our materials, white 
papers, resources and recordings.

Steering Member

Opportunity to have a seat on the Steering Committee to participate in the 
direction setting discussions of that committee. May have voting rights.

General Member

All the rights of the Contributor member, plus your logo on our website and 
financial contributions to the efforts.

Membership Levels



The Work of the Working Groups is meant to create deliverables!

Yes - to have interesting conversation and meet intelligent people 
who are up to changing the Digital Trust Landscape!

Yes - to learn and invent new things through the synergy of being 
together in this space!

But the work of the working groups is primarily to create deliverables!

Work of Trust Over IP



Engagement
Channels

Mailing List - Groups.io

Slack – ToIP Workspace  (live channel)

The Confluence Wiki
Meeting notes, presentations, recordings, document 
briefs, get posted for members and public.

Most importantly the ToIP calendar!
Subscribe via Wiki

Google Shared Drives & GitHub Repos 
Used only by for some working groups



Or just use our 
deliverables to 
build your 
ecosystem,,,



Join the ToIP Fun



Join the ToIP Fun


