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Introduction

One primary purpose of the ACDC protocol is to provide granular provenanced proof-of-
authorship (authenticity) of their contained data via a tree or chain of linked ACDCs

(technically a directed acyclic graph or DAG). Similar to the concept of a chain-of-cus‐
tody, ACDCs provide a verifiable chain of proof-of-authorship of the contained data. This
could enable an “authentic” web where all data on the web has verifiable proof-of-
authorship.
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With a little additional syntactic sugar, this primary facility of chained (treed) proof-of-au‐
thorship (authenticity) is extensible to a chained (treed) verifiable authentic proof-of-au‐
thority (proof-of-authorship-of-authority). A proof-of-authority may be used to provide dif‐
ferent types of verifiable authorizations such as, entitlements, permissions, rights, or cre‐
dentials. A chained (treed) proof-of-authority enables delegation of authority and hence
delegated authorizations. These proofs of authorship and/or authority provide prove‐

nance of an ACDC itself and, by association, any data that is so conveyed.

To elaborate, the dictionary definition of credential is “evidence of authority, status, rights,
entitlement to privileges, etc.” Appropriately structured ACDCs may be used as creden‐
tials when their semantics provide verifiable evidence of authority. Chained ACDCs may
provide delegated credentials.

Chains of ACDCs that merely provide proof-of-authorship (authenticity) of data may be

appended to chains of ACDCs that provide proof-of-authority (delegation) to enable veri‐
fiable delegated authorized authorship of data. This is also a vital facility for authentic
data supply chains. Furthermore, any physical supply chain may be measured, moni‐
tored, regulated, audited, and/or archived by a data supply chain acting as a digital twin
[54]. Therefore, ACDCs provide the critical enabling facility for an authentic data econo‐
my and, by association, an authentic real (twinned) economy.

ACDCs act as securely attributed (authentic) fragments of a distributed property graph
(PG) [56] [57]. Thus, ACDCs may be used to construct knowledge graphs expressed as
property graphs [58]. ACDCs enable securely-attributed and privacy-protecting knowl‐

edge graphs. Semantically modulated verifiable provenanceable graphs enable authenti‐
catable, delegable, attenuable, and aggregable authorizations and attributions.

The ACDC specification (including its disclosure mechanisms) leverages two primary
cryptographic operations, namely digests and digital signatures [48] [52]. These opera‐
tions, when used in an ACDC, MUST have a security level, cryptographic strength, or en‐
tropy of approximately 128 bits (nominally) [53]. (See Annex A for a discussion of crypto‐
graphic strength and security)

An important property of high-strength cryptographic digests is that a verifiable crypto‐
graphic commitment (such as a digital signature) to the digest of some data is equivalent
to a commitment to the data itself. The digest enables confidentiality because secure at‐
tribution of the commitment to the digest may be verified without disclosing the digested
data. Later, confidential disclosure of the digested data can be verified against the digest.
ACDCs leverage this property to enable compact chains of ACDCs that commit to (an‐
chor or seal) data via digests. The data actually contained in an ACDC, therefore, may
be merely its digest. The digested data may thereby be equivalently but more compactly
and confidentially authenticated and authorized by the chain of ACDCs.
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There are several different variants of ACDCs. These enable different types of disclosure
mechanisms that provide differing levels of protection from exploitation and enable func‐
tional privacy with provisional authentication. A notable feature of ACDCs is support for
Contractually Protected Disclosure that provides more comprehensive privacy protection
than mere Selective Disclosure alone might provide.

Status of This Memo

Information about the current status of this document, any errata, and how to provide
feedback on it, may be obtained at https://github.com/trustoverip/kswg-acdc-specification

.

Copyright Notice

This specification is subject to the OWF Contributor License Agreement 1.0 -
Copyright available at https://www.openwebfoundation.org/the-agreements/the-owf-1-0-
agreements-granted-claims/owf-contributor-license-agreement-1-0-copyright .

If source code is included in the specification, that code is subject to the Apache 2.0 li‐

cense  unless otherwise marked. In the case of any conflict or confusion within this
specification between the OWF Contributor License and the designated source code li‐
cense, the terms of the OWF Contributor License MUST apply.

These terms are inherited from the Technical Stack Working Group at the Trust over IP
Foundation. Working Group Charter

Terms of Use

These materials are made available under and are subject to the OWF CLA 1.0 -
Copyright & Patent license . Any source code is made available under the Apache 2.0
license .

THESE MATERIALS ARE PROVIDED “AS IS.” The Trust Over IP Foundation, estab‐
lished as the Joint Development Foundation Projects, LLC, Trust Over IP Foundation
Series (“ToIP”), and its members and contributors (each of ToIP, its members and contrib‐
utors, a “ToIP Party”) expressly disclaim any warranties (express, implied, or otherwise),
including implied warranties of merchantability, non-infringement, fitness for a particular
purpose, or title, related to the materials. The entire risk as to implementing or otherwise
using the materials is assumed by the implementer and user. IN NO EVENT WILL ANY
ToIP PARTY BE LIABLE TO ANY OTHER PARTY FOR LOST PROFITS OR ANY FORM
OF INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY

CHARACTER FROM ANY CAUSES OF ACTION OF ANY KIND WITH RESPECT TO
THESE MATERIALS, ANY DELIVERABLE OR THE ToIP GOVERNING AGREEMENT,
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WHETHER BASED ON BREACH OF CONTRACT, TORT (INCLUDING NEGLIGENCE),
OR OTHERWISE, AND WHETHER OR NOT THE OTHER PARTY HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

Scope

Implementation design of a protocol-based data container specification that enables se‐
cure attribution of data within the container to a cryptographically derived identifier using

the KERI and CESR protocols. This makes the containers authenticatable. Containers
may be chained together using cryptographic digests to form a verifiable extensible
graph data structure. This makes the containers chainable. There is no reliance on trust‐
ed third parties. The application scope includes any electronically transmitted informa‐
tion. The implementation dependency scope assumes CESR and KERI.

Normative references

The normative documents are referred to in the text in such a way that some or all of
their content constitutes requirements of this document. For dated references, only the
edition cited applies. For undated references, the latest edition of the referenced docu‐
ment (including any amendments) applies.

ISO/IEC 7498-1:1994 Information technology — Open Systems Interconnection —
Basic Reference Model: The Basic Model, including Requirement Levels (IETF RFC-
2119).

See Bibliography - Normative Section

Terms and Definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

Page 13 of 224

https://www.iso.org/obp
https://www.iso.org/obp
http://www.electropedia.org/
http://www.electropedia.org/


https://trustoverip.github.io/kerisuite-glossary/#term:attribute
https://trustoverip.github.io/kerisuite-glossary/#term:attribute
https://trustoverip.github.io/kerisuite-glossary/#term:attribute
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://trustoverip.github.io/ctwg-main-glossary/#term:attribute
https://trustoverip.github.io/ctwg-main-glossary/#term:attribute
https://trustoverip.github.io/kerisuite-glossary/#term:authentic-chained-data-container
https://trustoverip.github.io/kerisuite-glossary/#term:authentic-chained-data-container
https://trustoverip.github.io/kerisuite-glossary/#term:authentic-chained-data-container
https://trustoverip.github.io/kerisuite-glossary/#term:authentic-chained-data-container
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://trustoverip.github.io/kswg-acdc-specification/
https://trustoverip.github.io/kswg-acdc-specification/
https://weboftrust.github.io/WOT-terms/docs/glossary/authentic-chained-data-container
https://weboftrust.github.io/WOT-terms/docs/glossary/authentic-chained-data-container


https://trustoverip.github.io/kerisuite-glossary/#term:autonomic-identifier
https://trustoverip.github.io/kerisuite-glossary/#term:autonomic-identifier
https://trustoverip.github.io/kerisuite-glossary/#term:autonomic-identifier
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/autonomic-identifier
https://weboftrust.github.io/WOT-terms/docs/glossary/autonomic-identifier
https://trustoverip.github.io/kerisuite-glossary/#term:chain-link-confidential-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:chain-link-confidential-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:chain-link-confidential-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:chain-link-confidential-disclosure
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary


https://weboftrust.github.io/WOT-terms/docs/glossary/chain-link-confidential-disclosure
https://weboftrust.github.io/WOT-terms/docs/glossary/chain-link-confidential-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:compact-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:compact-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:compact-disclosure
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/compact-disclosure
https://weboftrust.github.io/WOT-terms/docs/glossary/compact-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:contractually-protected-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:contractually-protected-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:contractually-protected-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:contractually-protected-disclosure
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary


https://weboftrust.github.io/WOT-terms/docs/glossary/contractually-protected-disclosure
https://weboftrust.github.io/WOT-terms/docs/glossary/contractually-protected-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:controller
https://trustoverip.github.io/kerisuite-glossary/#term:controller
https://trustoverip.github.io/kerisuite-glossary/#term:controller
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/controller
https://weboftrust.github.io/WOT-terms/docs/glossary/controller


https://trustoverip.github.io/kerisuite-glossary/#term:disclosee
https://trustoverip.github.io/kerisuite-glossary/#term:disclosee
https://trustoverip.github.io/kerisuite-glossary/#term:disclosee
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/disclosee
https://weboftrust.github.io/WOT-terms/docs/glossary/disclosee
https://trustoverip.github.io/kerisuite-glossary/#term:discloser
https://trustoverip.github.io/kerisuite-glossary/#term:discloser
https://trustoverip.github.io/kerisuite-glossary/#term:discloser
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/discloser
https://weboftrust.github.io/WOT-terms/docs/glossary/discloser


https://trustoverip.github.io/kerisuite-glossary/#term:duplicity
https://trustoverip.github.io/kerisuite-glossary/#term:duplicity
https://trustoverip.github.io/kerisuite-glossary/#term:duplicity
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/duplicity
https://weboftrust.github.io/WOT-terms/docs/glossary/duplicity
https://trustoverip.github.io/kerisuite-glossary/#term:edge
https://trustoverip.github.io/kerisuite-glossary/#term:edge
https://trustoverip.github.io/kerisuite-glossary/#term:edge
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/edge
https://weboftrust.github.io/WOT-terms/docs/glossary/edge


https://trustoverip.github.io/kerisuite-glossary/#term:framing-code
https://trustoverip.github.io/kerisuite-glossary/#term:framing-code
https://trustoverip.github.io/kerisuite-glossary/#term:framing-code
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://trustoverip.github.io/kerisuite-glossary/#term:full-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:full-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:full-disclosure
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/full-disclosure
https://weboftrust.github.io/WOT-terms/docs/glossary/full-disclosure


https://trustoverip.github.io/kerisuite-glossary/#term:graduated-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:graduated-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:graduated-disclosure
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/graduated-disclosure
https://weboftrust.github.io/WOT-terms/docs/glossary/graduated-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:inception-event
https://trustoverip.github.io/kerisuite-glossary/#term:inception-event
https://trustoverip.github.io/kerisuite-glossary/#term:inception-event
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://github.com/WebOfTrust/ietf-keri/blob/main/draft-ssmith-keri.md#basic-terminology
https://github.com/WebOfTrust/ietf-keri/blob/main/draft-ssmith-keri.md#basic-terminology


https://weboftrust.github.io/WOT-terms/docs/glossary/inception-event
https://weboftrust.github.io/WOT-terms/docs/glossary/inception-event
https://trustoverip.github.io/kerisuite-glossary/#term:information-theoretic-security
https://trustoverip.github.io/kerisuite-glossary/#term:information-theoretic-security
https://trustoverip.github.io/kerisuite-glossary/#term:information-theoretic-security
https://trustoverip.github.io/kerisuite-glossary/#term:information-theoretic-security
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://trustoverip.github.io/kerisuite-glossary/#term:interaction-event
https://trustoverip.github.io/kerisuite-glossary/#term:interaction-event
https://trustoverip.github.io/kerisuite-glossary/#term:interaction-event
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://github.com/WebOfTrust/ietf-keri/blob/main/draft-ssmith-keri.md#basic-terminology
https://github.com/WebOfTrust/ietf-keri/blob/main/draft-ssmith-keri.md#basic-terminology
https://weboftrust.github.io/WOT-terms/docs/glossary/interaction-event
https://weboftrust.github.io/WOT-terms/docs/glossary/interaction-event


https://trustoverip.github.io/kerisuite-glossary/#term:issuee
https://trustoverip.github.io/kerisuite-glossary/#term:issuee
https://trustoverip.github.io/kerisuite-glossary/#term:issuee
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/issuee
https://weboftrust.github.io/WOT-terms/docs/glossary/issuee
https://trustoverip.github.io/kerisuite-glossary/#term:issuer
https://trustoverip.github.io/kerisuite-glossary/#term:issuer
https://trustoverip.github.io/kerisuite-glossary/#term:issuer
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/issuer
https://weboftrust.github.io/WOT-terms/docs/glossary/issuer


https://trustoverip.github.io/kerisuite-glossary/#term:key-state
https://trustoverip.github.io/kerisuite-glossary/#term:key-state
https://trustoverip.github.io/kerisuite-glossary/#term:key-state
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://trustoverip.github.io/kerisuite-glossary/#term:operator
https://trustoverip.github.io/kerisuite-glossary/#term:operator
https://trustoverip.github.io/kerisuite-glossary/#term:operator
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/operator
https://weboftrust.github.io/WOT-terms/docs/glossary/operator


https://trustoverip.github.io/kerisuite-glossary/#term:partial-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:partial-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:partial-disclosure
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/partial-disclosure
https://weboftrust.github.io/WOT-terms/docs/glossary/partial-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:percolated-discovery
https://trustoverip.github.io/kerisuite-glossary/#term:percolated-discovery
https://trustoverip.github.io/kerisuite-glossary/#term:percolated-discovery
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary


https://weboftrust.github.io/WOT-terms/docs/glossary/percolated-discovery
https://weboftrust.github.io/WOT-terms/docs/glossary/percolated-discovery
https://trustoverip.github.io/kerisuite-glossary/#term:perfect-security
https://trustoverip.github.io/kerisuite-glossary/#term:perfect-security
https://trustoverip.github.io/kerisuite-glossary/#term:perfect-security
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://trustoverip.github.io/ctwg-general-glossary/#term:primitive
https://trustoverip.github.io/ctwg-general-glossary/#term:primitive
https://trustoverip.github.io/ctwg-general-glossary/#term:primitive
https://github.com/trustoverip/ctwg-general-glossary
https://github.com/trustoverip/ctwg-general-glossary


https://trustoverip.github.io/kerisuite-glossary/#term:rotation-event
https://trustoverip.github.io/kerisuite-glossary/#term:rotation-event
https://trustoverip.github.io/kerisuite-glossary/#term:rotation-event
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/rotation-event
https://weboftrust.github.io/WOT-terms/docs/glossary/rotation-event
https://trustoverip.github.io/kerisuite-glossary/#term:rules
https://trustoverip.github.io/kerisuite-glossary/#term:rules
https://trustoverip.github.io/kerisuite-glossary/#term:rules
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://en.wikipedia.org/wiki/Ricardian_contract
https://en.wikipedia.org/wiki/Ricardian_contract
https://en.wikipedia.org/wiki/Ricardian_contract
https://weboftrust.github.io/WOT-terms/docs/glossary/rules
https://weboftrust.github.io/WOT-terms/docs/glossary/rules


https://trustoverip.github.io/kerisuite-glossary/#term:schema
https://trustoverip.github.io/kerisuite-glossary/#term:schema
https://trustoverip.github.io/kerisuite-glossary/#term:schema
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/schema
https://weboftrust.github.io/WOT-terms/docs/glossary/schema
https://trustoverip.github.io/kerisuite-glossary/#term:selective-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:selective-disclosure
https://trustoverip.github.io/kerisuite-glossary/#term:selective-disclosure
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/selective-disclosure
https://weboftrust.github.io/WOT-terms/docs/glossary/selective-disclosure


https://trustoverip.github.io/kerisuite-glossary/#term:self-addressing-identifier
https://trustoverip.github.io/kerisuite-glossary/#term:self-addressing-identifier
https://trustoverip.github.io/kerisuite-glossary/#term:self-addressing-identifier
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/self-addressing-identifier
https://weboftrust.github.io/WOT-terms/docs/glossary/self-addressing-identifier
https://trustoverip.github.io/kerisuite-glossary/#term:semver
https://trustoverip.github.io/kerisuite-glossary/#term:semver
https://trustoverip.github.io/kerisuite-glossary/#term:semver
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://semver.org/
https://semver.org/
https://semver.org/
https://semver.org/


https://trustoverip.github.io/kerisuite-glossary/#term:stream
https://trustoverip.github.io/kerisuite-glossary/#term:stream
https://trustoverip.github.io/kerisuite-glossary/#term:stream
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/stream
https://weboftrust.github.io/WOT-terms/docs/glossary/stream
https://trustoverip.github.io/kerisuite-glossary/#term:targeted-acdc
https://trustoverip.github.io/kerisuite-glossary/#term:targeted-acdc
https://trustoverip.github.io/kerisuite-glossary/#term:targeted-acdc
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/targeted-acdc
https://weboftrust.github.io/WOT-terms/docs/glossary/targeted-acdc


https://trustoverip.github.io/kerisuite-glossary/#term:unpermissioned-correlation
https://trustoverip.github.io/kerisuite-glossary/#term:unpermissioned-correlation
https://trustoverip.github.io/kerisuite-glossary/#term:unpermissioned-correlation
https://trustoverip.github.io/kerisuite-glossary/#term:unpermissioned-correlation
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/unpermissioned-correlation
https://weboftrust.github.io/WOT-terms/docs/glossary/unpermissioned-correlation
https://trustoverip.github.io/kerisuite-glossary/#term:untargeted-acdc
https://trustoverip.github.io/kerisuite-glossary/#term:untargeted-acdc
https://trustoverip.github.io/kerisuite-glossary/#term:untargeted-acdc
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/untargeted-acdc
https://weboftrust.github.io/WOT-terms/docs/glossary/untargeted-acdc


https://trustoverip.github.io/ctwg-general-glossary/#term:validator
https://trustoverip.github.io/ctwg-general-glossary/#term:validator
https://trustoverip.github.io/ctwg-general-glossary/#term:validator
https://github.com/trustoverip/ctwg-general-glossary
https://github.com/trustoverip/ctwg-general-glossary
https://trustoverip.github.io/kerisuite-glossary/#term:verifiable-data-registry
https://trustoverip.github.io/kerisuite-glossary/#term:verifiable-data-registry
https://trustoverip.github.io/kerisuite-glossary/#term:verifiable-data-registry
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://www.w3.org/TR/vc-data-model-2.0/#dfn-verifiable-data-registries
https://www.w3.org/TR/vc-data-model-2.0/#dfn-verifiable-data-registries


https://trustoverip.github.io/ctwg-main-glossary/#term:verifier
https://trustoverip.github.io/ctwg-main-glossary/#term:verifier
https://trustoverip.github.io/ctwg-main-glossary/#term:verifier
https://github.com/trustoverip/ctwg-main-glossary
https://github.com/trustoverip/ctwg-main-glossary
https://www.w3.org/TR/vc-data-model/#roles
https://www.w3.org/TR/vc-data-model/#roles
https://www.w3.org/TR/vc-data-model/#terminology
https://www.w3.org/TR/vc-data-model/#terminology
https://www.w3.org/TR/vc-data-model/#dfn-entities
https://www.w3.org/TR/vc-data-model/#dfn-entities
https://www.w3.org/TR/vc-data-model/#dfn-verifiable-credentials
https://www.w3.org/TR/vc-data-model/#dfn-verifiable-credentials
https://www.w3.org/TR/vc-data-model/#dfn-verifiable-presentations
https://www.w3.org/TR/vc-data-model/#dfn-verifiable-presentations
https://essif-lab.github.io/framework/docs/essifLab-glossary#verifier
https://essif-lab.github.io/framework/docs/essifLab-glossary#verifier
https://essif-lab.github.io/framework/docs/terms/capability
https://essif-lab.github.io/framework/docs/terms/capability
https://essif-lab.github.io/framework/docs/terms/peer-agent
https://essif-lab.github.io/framework/docs/terms/peer-agent
https://essif-lab.github.io/framework/docs/terms/party
https://essif-lab.github.io/framework/docs/terms/party
https://essif-lab.github.io/framework/docs/terms/principal
https://essif-lab.github.io/framework/docs/terms/principal
https://essif-lab.github.io/framework/docs/terms/principal
https://essif-lab.github.io/framework/docs/terms/verifier-policy
https://essif-lab.github.io/framework/docs/terms/verifier-policy
https://csrc.nist.gov/glossary/term/verifier
https://csrc.nist.gov/glossary/term/verifier
https://github.com/trustoverip/kswg-acdc-specification/blob/main/spec/terms-definitions/verifier.md
https://github.com/trustoverip/kswg-acdc-specification/commits/main/spec/terms-definitions/verifier.md


https://trustoverip.github.io/kerisuite-glossary/#term:weight
https://trustoverip.github.io/kerisuite-glossary/#term:weight
https://trustoverip.github.io/kerisuite-glossary/#term:weight
https://github.com/trustoverip/kerisuite-glossary
https://github.com/trustoverip/kerisuite-glossary
https://weboftrust.github.io/WOT-terms/docs/glossary/weight
https://weboftrust.github.io/WOT-terms/docs/glossary/weight
https://github.com/trustoverip/kswg-acdc-specification/blob/main/spec/terms-definitions/weight.md
https://github.com/trustoverip/kswg-acdc-specification/commits/main/spec/terms-definitions/weight.md












file:///Users/kor/webdev/Blockchain-Bird/KERI/Spec-Up/KERI-kswg/kswg-acdc-specification/docs/index.html
























https://json-schema.org/draft/2020-12/schema
https://json-schema.org/draft/2020-12/schema




































































The reserved field labels within an Edge block are defined in the table below.
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In this model, the 1st party is the person (data subject) of the original data. Their data is
1st party data. A 2nd party is the direct recipient of 1st party data as an intended recipient
by the 1st party. A 3rd party is any other party who obtains or observes 1st party data but
who is not the intended recipient.

There are two main avenues of exploitation of 1st party data. These are any 2nd party
who uses the data in any way not intended by the 1st party and any 3rd party who uses
1st party data. To clarify, any unintended (unpermissioned) use of 1st party data by any
2nd party is naturally exploitive.

Moreover, because a 3rd party is defined as an unintended recipient, any use of 1st party
data by a 3rd party is likewise, by definition, exploitive.

Furthermore, 1st party data may be conveyed by one 2nd party to another 2nd party (i.e.
shared) in a non-exploitive manner when such conveyance and eventual use by the oth‐
er 2nd party is intended (permitted) by the 1st party.

To elaborate, exploitation based on disclosure is characterized by a Three-party model.
The three parties are as follows:

First-party = Discloser of data.

Second-party = Disclosee of data received from First party (Discloser).

Third-party = Observer of data disclosed by First party (Discloser) to Second party
(Disclosee).

Typically, protection from direct 3rd-party (Observer) exploitation without the collusion of
the 2nd-party (Disclosee) of disclosed data may be provided by encrypting that data such
that only the 2nd-party (Disclosee) may decrypt that data. Encryption is one effective

mechanism for protecting the confidentiality of disclosed data from non-collusive 3rd-par‐
ty observation. The detailed description of such mechanisms that are compatible with
ACDCs is beyond the scope of this specification. See the Secure Privacy, Authenticity,
Confidentiality protocol (SPAC) [[70] #SPAC] and the TSP protocol [[69] (#TSP)].

The primary mechanisms by which 2nd parties (Disclosees) erode the data privacy rights
of disclosed data are as follows: • Exploitive use of 1st-party (Discloser) data by 2nd par‐
ties (Disclosees). • Sharing of 1st-party (Discloser) data by 2nd parties (Disclosees) with
3rd parties (Observers) either overtly (collusive) or inadvertently (leakage).

ISSUE

This model is diagrammed below. Need diagram here
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each subsequent Discloser to each subsequent Disclosee via each of the subsequent
disclosures. These terms of use are meant to contractually protect the data rights of the
original Issuer or Issuee of the data being disclosed. These terms of use typically con‐
strain disclosure to only approved parties, i.e., imbue the chain of disclosures with some
degree of confidentiality.

Another special case of Contractually Protected Disclosure is Contingent Disclosure. In a
Contingent Disclosure, some contingency is specified in the Rules section that places an
obligation by some party to make a disclosure when the contingency is satisfied. This
might be recourse given the breach of some other contract term. When that contingency
is met, then the Contingent Disclosure MUST be made by the party whose responsibility
it is to satisfy that disclosure obligation. The responsible party MAY be the Discloser, or it
MAY be some other party, such as an escrow agent. The Contingent Disclosure clause
MAY reference a cryptographic commitment to a private ACDC or private Attribute ACDC
(Partial Disclosure) that satisfies via its Full Disclosure the Contingent Disclosure require‐

ment. Contingent Disclosure MAY be used to limit the actual disclosure of personally
identifying information (PII) to a just-in-time, need-to-know basis (i.e., upon the contin‐
gency) and not a priori. As long as the Discloser and Disclosee trust the escrow agent
and the verifiability of the commitment, there is no need to disclose PII about the
Discloser in order to enable a transaction, but merely an agreement to the terms of the
contingency. This enables something called latent accountability. Recourse via Full
Disclosure of PII is latent in the Contingent Disclosure but never realized (actualized) un‐
til the conditions of the contingency is satisfied. This minimizes inadvertent leakage while
protecting both the Discloser and the Disclosee.

Issuance and Presentation Exchange (IPEX)

This section is non-normative. This merely outlines the Issuance and Presentation

Exchange (IPEX) Protocol. A separate more detailed specification is being developed to
more fully explicate this prototol. The IPEX protocol provides a uniform mechanism for
the issuance and presentation of ACDCs ACDC  in a securely attributable manner. A sin‐
gle protocol is able to work for both types of exchanges by recognizing that all ex‐
changes (both issuance and presentation) MAY be modeled as the disclosure of informa‐
tion by a Discloser to a Disclosee. This specification is not exhaustive, it is only norma‐
tive in the sense that it specifies the message types and routes that SHOULD be used in
either issuance or presentation exchanges. It provides sufficient detail to show a likely
mechanism for implementing the various Graduated Disclosure mechanisms described
above. A given implementation of issuance and or presentation exchange is typically ap‐
plication and ecosystem-dependent and would, therefore, require additional specifica‐

tions for issuance and/or presentation exchange tuned to those application and ecosys‐
tem contexts. This specification provides a baseline for other specifications.
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Using an optimized SMT algorithm enables an Issuer to provide efficient inclusion proofs
for an amalgamated SMT of all transaction update events across all Registries for all
bulk-issued ACDCs to all Issuees.

Essentially, the Issuer maintains a single SMT that includes all the event SAIDs from all

transaction events across the Issuer’s Registries. The values stored in the leaves of the
tree are the SAIDs of each transaction event across all the Registries for all Issuees.
When using blindable state update events in these Registries, then the ACDC is not
viewable by a 3rd party. Each of these SAIDs is computed over a high-entropy UUID
(salty Nonce). Therefore, they are not guessable. They can only be discovered when dis‐
closed. Periodically, the Issuer anchors a bulk seal that is the current SMT root. This cap‐
tures all events from all registries that have been updated since the last anchor. The
Issuer’s TEL Registrar also publishes to TEL Observers the incremental update to the
SMT that resulted in the new SMT root. The Observer ban then efficiently maintains a
verifiably synchronized copy of the SMT. A Validator can then query its TEL Observer for

an inclusion proof of a TEL event at a point of validation (PoV) without the Registrar be‐
ing able to track the PoV.

To provide proof of ACDC state, a Validator can request the latest transaction event up‐
date from its TEL Observer for a specific Registry (TEL) from a bulk-issued set as dis‐
closed to it by a presentation from the Issuee. Only the Issuee and the Issuer know that
the Registry comes from a bulk-issued set. Then, an inclusion proof for that event’s SAID
can be obtained from the Observer’s SMT. This inclusion proof enables the Validator to
verify that the Issuer committed to that event. This process does not provide a point of
correlation with other Registries in the same bulk-issued set because the latest SMT root

anchoring seal captures all transaction update events from all other bulk-issued sets that
occurred within the same batch period. This provides herd privacy. The Issuee can then
unblind the transaction event and disclose the associated ACDC.

To further strengthen herd privacy, when using blindable state Registries, the Issuer
could randomly issue update events that do not change state, across all its registries,
mixing updates over time and across each registry. This would ensure that enough up‐
dates are captured by each batch anchoring seal to guarantee a pre-specified level of
herd privacy.

To elaborate, using blindable state update events in a Registry, the SAID of the ACDC is
not guessable by any party and therefore cannot be linked to its Registry SAID (TEL) or
to the SAID of any transaction event in that Registry (TEL). It needs to be disclosed to
that party. To clarify, a party can’t guess the ACDC SAID that corresponds to its corre‐
sponding Registry identifier (SAID) or transaction event SAID; it would first have to be
disclosed to them. The disclosure to that 2nd party does not contain within itself any
provable points of correlation to other ACDCs from the same bulk issued set.
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